PHILADELPHIA COLLEGE OF OSTEOPATHIC MEDICINE
NOTICE OF PRIVACY PRACTICES
FOR PROTECTED HEALTH INFORMATION
THIS NOTICE DESCRIBES HOW HEALTH INFORMATION ABOUT YOU MAY BE USED AND DISCLOSED AND HOW
YOU CAN GET ACCESS TO THIS INFORMATION. PLEASE REVIEW IT CAREFULLY.
PURPOSE OF THIS NOTICE:
Philadelphia College of Osteopathic Medicine (PCOM) is committed to preserving the privacy and confidentiality of your health
information. We are required by law to explain how we may use health information about you and when we can give out information
about you to others. You also have rights regarding your health information, as described in this Notice. “Protected Health Information”
or “PHI” includes any information that relates to your physical or mental health or condition, the provision of health care to you or the
payment for such healthcare. We are required to abide by the terms of this Notice currently in effect. We also reserve the right to
change our privacy practices.
HOW WE USE OR DISCLOSE HEALTH INFORMATION:
1.

2.

3.

We must use and disclose your PHI to provide information:
a.

To you or someone who has the legal right to act for you ( your personal representative).

b.

To the Secretary of the Department of Health and Human Services, if necessary, to make sure your privacy is protected.

c.

Where required by law.

We have the right to use and disclose PHI to treat you, pay for your health care and operate our business. For example, we may
use your PHI:
a.

For Treatment- We may disclose PHI to other health care providers, like your family doctor to help them provide care
to you. We may also use your PHI to plan your care and treatment.

b.

For Payment- We may use your PHI to bill and receive payment from you, your insurer or a government program for
the services we provide to you.

c.

For Health Care Operations- We may use your PHI to assess and improve the services that we provide.

We may use or disclose your PHI for the following purposes, in limited circumstances:
a.

To Family Members and Friends- We may disclose your PHI to family members and people who identify themselves
as close personal friends, who are involved in your care or who help pay for your care, as long as you do not object.

b.

In an Incidental Disclosure- We may disclose your PHI as a byproduct of another use or disclosure. For example, if
an employee of PCOM is talking to you, another employee may inadvertently overhear the conversation.

c.

To Comply With the Law.

d.

For Public Health Activities- such as reporting disease outbreaks and other public health reporting.

e.

For Reporting Victims of Abuse, Neglect or Domestic Violence to government
service or protective service agency.

f.

For Health Oversight Activities such as audits by government agencies that oversee the services provided by PCOM.

g.

For Judicial or Administrative Proceedings such as in response to a court order, search warrant or subpoena.

h.

For Law Enforcement Purposes such as providing limited information to locate a missing person.

i.

For Research Purposes such as research related to the prevention of disease or disability, if the studymeets all privacy
law requirements.

j.

To Provide Information Regarding Decedents- We may disclose information to a coroner, medical examiner or funeral
director as necessary to carry out their duties.

k.

For Organ Procurement Purposes- We may use or disclose information for procurement, banking or transplantation
of organs, eyes or tissue.

l.

To Avoid a Serious Threat to Health or Safety by, for example, disclosing your PHI to a police officer if we reasonably
believe it is necessary to prevent a serious threat to your safety.

m.

For Specialized Government Functions ‐ suchas military and veteran activities, national security and intelligence
activities.

n.

For Workers Compensation including disclosures required by state workers compensation laws of job-related injuries.

o.

To Disaster Relief Agencies- We may disclose your PHI to disaster relief agencies, such as the Red Cross.

p.

Health Information Exchange. A health information exchange (“HIE”) is a network that allows HIE participants to
share patients’ PHI for treatment, payment and health care operations purposes and other lawful purposes to the extent
permitted by law (“Permitted Purposes”). HIEs make it possible for us to electronically share patients’ PHI to coordinate

authorities,

including a social

their care, obtain billing information and participate in quality improvement, among other things. Participants in the
HIE may be health care providers, their billing companies, insurers, health plans, and accountable care organizations
(“Participants”). Note that sensitive information (such as information relating to mental health, drug and alcohol
treatment, HIV status and sexually transmitted diseases) may be contained in the documents accessed through the HIE.
PCOM participates in various HIEs from time to time solely for the Permitted Purposes, including Health Share
Exchange of Southeastern Pennsylvania (“HSX”). More information on HSX can be found on its website at
hsxsepa.org.
Opting out of HIEs. You may opt out of participating in all of the HIEs PCOM participates in by contacting the PCOM
Compliance Office or by directly contacting the HIE. To opt out of HSX, go to the HSX website and complete the
HSX Opt Out form at healthshareexchange.org/patient-options-opt-out-back.
USES AND DISCLOSURES PURSUANT TO YOUR WRITTEN AUTHORIZATION:
The law only allows us to use and disclose your PHI for the purposes described in Section B above. If we would like to make a use or
disclosure for any other purpose -- including using or disclosing psychotherapy notes, using or disclosing PHI for marketing purposes
or making certain disclosures that constitutes the “sale of PHI” -- we will ask you to sign an authorization. If you have provided an
authorization, you may revoke it at any time in writing, but the revocation will not apply to uses or disclosures we have already made
in reliance on that authorization.
YOUR RIGHTS REGARDING YOUR PHI:
You have the following rights regarding your PHI. You may exercise each of these rights, in writing, by providing us with a
completed form that you can obtain from any employee of PCOM. However, you are permitted to request access to your clinical
records either orally or in writing. In some instances, we may charge you for the cost(s) associated with providing you with the
requested information.
1.

Right to Inspect and Copy: You have the right to see and obtain a copy of your health records and other PHI
maintained by PCOM that may be used to make decisions about you. Immediate access to your records is not guaranteed
. In certain limited circumstances, we may deny your request and you have a right to review such denial. If your PHI is
maintained in an electronic form (e.g., in an electronic medical record), you have the right to request an electronic copy
of your record be given to you or transmitted to another individual or entity.

2.

Right to Amend: You have the right to ask to amend PHI that we maintain about you if you believe that the
information about you is wrong or incomplete. We may deny your request if it was not properly submitted or for
other reasons. If we deny your request, you may have a statement of your disagreement added to your file.
Right to an Accounting of Disclosures: You have the right to request an accounting of certain disclosures of your PHI
made by us. We may charge a reasonable fee for the second request made by you within the same 12 months. This
accounting will not include certain disclosures of PHI including those that we made to you or for purposes of treatment,
payment or health care operations, incidental disclosures or pursuant to a written authorization that you have signed
(unless such disclosures were made through an electronic medical record, in which case you have a right to request
an accounting of those disclosures made during the 3 years before your request).

3.

4.

Right to Request Restrictions. You have the right to request a restriction or limitation on how we use or disclose your
PHI. You also have a right to restrict disclosures to family members or others who are involved in your health care or
payment for your care. Please note that while we will consider your request, we are not required to agree to any
restriction.

5.

Right to Request Confidential Communications. You have the right to request that we communicate with you about
your health care in certain ways or at certain locations (for example, by sending information to a P.O. box rather
than your home). We will accommodate all reasonable requests.

6.

Out of Pocket Payments. If you pay out-of-pocket in full for an item or service, you have the right to ask that your
PHI with respect to that item or service not be disclosed to a health plan for purposes of payment or
healthcare operations, and we will honor that request.

7.

Right to Notice of Security Breach. We are required to notify you by first class mail or by e-mail (if you have indicated
a preference to receive notice by e-mail) of any breach of your unsecured PHI as soon as reasonably practicable but in
any event within 60 days of discovering the breach.

8.

Right to a Paper Copy of this Notice. You have the right to receive a paper copy of this Notice.

QUESTIONS OR COMPLAINTS:
If you have any questions regarding this Notice or wish to receive additional information about our privacy practices, please contact our
Chief Compliance Officer at:
Margaret McKeon, BSN, JD
Chief Compliance Officer
Philadelphia College of Osteopathic Medicine
4190 City Avenue
Philadelphia, PA 19131
Phone: (215) 871-6826

If you believe your privacy rights have been violated, you may file a complaint with PCOM or with the Secretary of the DHHS (1-800368-1019). To file a complaint with PCOM, contact our Privacy Officer at the number above. All complaints must be submitted in
writing.

ATTENTION: If you speak a language other than English, language assistance services, free of charge, are
available to you. Call: Philadelphia College of Osteopathic Medicine at (678) 225-7500 and ask for your
provider’s office.
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